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About CMBI

CMBI is a business intelligence and data analytics consultancy established in 2010 and
located in Sydney, NSW. CMBI assist clients to realise their business goals and harness their
data assets through collaboration, knowledge transfer, and exploiting industry-leading data
analytics and business intelligence technology.

Services

CMBI provide training and development in a range of industry-leading analytics software
including Power BI, Excel, SQL Server, Analysis Services, and Tableau.

For more details about our all services and links to further information see

https://www.cmbi.com.au/services.html
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CMBI privacy and data protection policy

Our clients

CMBI know that data protection and privacy are mission critical considerations for every
organisation. Companies need to protect their customers, adhere to company policy, and
comply with a growing body of national and international legislation and standards.

At CMBI, we are committed to helping our clients maintain and enhance their data
protection standards. This document states our privacy objectives, working practices, and
the practical steps we take to protect data and uphold privacy standards.

Our objectives
The foundation of CMBI’s privacy and data protection policies and procedures are the
following four key objectives:

1. AVOID BREACH - CMBI will never knowingly put clients’ data at risk of data breach
or expose our clients’ data to unauthorised third parties.

2. KEEP SECURE - CMBI will always seek to minimise duplication of data outside of
the clients’ managed IT infrastructure.

3. MAINTAIN PRIVACY - CMBI will take special consideration of personal data,
defined by the GDPR standard, and will whenever possible, minimise use of this data
during engagements.

4. RAISE AWARENESS - CMBI will encourage client awareness of data privacy and
protection throughout the engagement.

Feedback

Privacy and data protection requirements are continuously evolving. CMBI welcome
feedback on this privacy policy and any suggestions for extending or improving data
protection working practices.
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CMBI policies to protect data and privacy

Email communication

When we use email communication we will try to minimise embedded client data in our
emails through the following steps.

Links
Where possible we will use a link to an asset on the clients’ network or a secure cloud
storage location rather than include an attachment or screenshot.

Attachments

If we must include an attachment that includes sensitive data, we will encrypt that
attachment in a zip file and send the password via another independent communication
channel (e.g. text message).

Screenshots
If we must include screenshots, we will blur any personal data and minimise visibility of any
irrelevant items in the screenshot through blurring or cropping.

Clients
We will encourage our clients to use these techniques to minimise sending sensitive
information via email.

Authentication
We use Gmail to host our email. We protect our email logins with two-stage Google
authentication.

Data storage
Our engagements frequently involved creating secondary repositories of data for reporting
and analysis.

Location
We have a strong preference to host secondary data repositories on the clients’ existing
managed infrastructure.

Data import and transformation (ETL)
Whenever possible, we will import data verbatim from source systems to avoid
misrepresenting data in the secondary repository, and to maintain transparent data lineage.

Data storage
We prefer to truncate and reload data from source systems into secondary repositories so
that the secondary repositories reflect all deletions and updates in the source systems.

Personal data

We have a strong preference not to import customer names, first lines of addresses, or
other sensitive data into secondary repositories, or, where we do import them, not to
expose this information in cubes, reports, or other client facing outputs.
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Mode of work

VPN
Our strong preference is to work through a secure VPN or remote desktop directly on our
client servers rather than copy client assets onto CMBI computers.

CMBI computers

Sometimes we must work with client data and assets our CMBI computers. We maintain the
following standards on CMBI computers.

Encryption
CMBI encrypts computer storage drives with Microsoft Windows BitLocker protection.

Anti-virus
CMBI protects machines and phones with Norton anti-virus.

USB and secondary storage

CMBI encrypts USB and backup drives with Microsoft Windows BitLocker protection.

Password protection
CMBI computers are password protected. CMBI use non-admin accounts for routine
development work.

Development source code

Source code
CMBI will store a copy of source code created during the engagement on secure CMBI
storage. We do this to assist with long-term support and maintenance.

Bl solution security

Our clients will manage access and security to the BI solutions we build. To make this
feasible, we have the following preferences for security.

Windows integrated authentication
Whenever possible, we recommend Windows integrated authentication for clients with an
Active Directory Windows based network.

Object level security and auditing

We generally recommend object-level security in preference to data level security. This
means we prefer to define access to objects like a database, cube, schema, or report, rather
than data driven security. Object level security is more transparent, easier to define, easier
to audit, and more robust if there are unexpected changes to data.
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Contact Details
Colin McGowan LL.B, PGDip Soft Dev, MSc Computing
CMBI - Business Intelligence Consultancy

www.cmbi.com.au | 0432 240 260 | colin@cmbi.com.au

For the last 20 years, Colin has worked as a solution
architect and consultant designing BI and data warehouse
solutions for multinational organisations in London (UK)
and Sydney (Aus). The projects spanned over 50
organisations across a number of industries including
banking and finance, market research, international law
firms, online media, and government departments.

Connect with Colin McGowan on LinkedIn

\

Julie McGowan B.S. Computer Science (USyd)
CMBI - Business Intelligence Consultancy

www.cmbi.com.au | 0432 557 893 | julie@cmbi.com.au

Julie is a Sydney-based business analyst and training
facilitator who has worked on a diverse array of data-
driven business and technical projects within some of the
world's most respected financial services organisations in
both London and Sydney.

Connect with Julie McGowan on LinkedIn
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